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OpenVPN Linux XFRM StrongSwan SoftEther WireGuard
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WireGuard
3,924 LoC

OpenVPN
SoftEther 101,199 /
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329,853 LoC

€¢) WIREGUARD ) EDGESECURITY




tXa T4 REFTDRB 2 : FHRGA
B3 —x—R
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# ip link add wgb type wireguard
# i1p address add 192.168.3.2/24 dev wg0
# 1p route add default via wg0
# 1fconfig wg0 ..
# iptables -A INPUT -1 wgoO ..

/etc/hosts.{allow,deny}, bind(), ..
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[Interface]

PrivateKey =
yAnz5TF+1XXJteld4tji3zIMNg+hd2rYU
TgIBgB3fBmk=

ListenPort = 41414

[Peer]

PublicKey =
xTIBA5rboUvnH4htodjb6e697QjLERt1
NAB4mZqp8Dg=

AllowedIPs =
10.192.122.3/32,10.192.124.1/24

[Peer]

PublicKey =
TrMvSoP4jYQLlY6RIzBghssQqY3vxI2Pi
+y711TOWWXX0=

AllowedIPs =
10.192.122.4/32,192.168.0.0/16

DS5A4T72 FDERE

[Interface]

PrivateKey =
gI6EdUSYvn8ugX0t8QQD6Yc+JyiZxIhp
3GINSWRfWGE=

ListenPort = 21841

[Peer]

PublicKey =
HIgo9xNzIMWLKASShiTqIybxZ0U3wGL1
UeJ1PKf8ykw=

Endpoint = 192.95.5.69:41414
AllowedIPs = 0.0.0.0/0
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= wg set wgo
listen-port 2345

private-key /path/to/private-key

peer ABCDEF..

allowed-ips 192.168.88.3/32

endpoint
peer XYZWYAB..

remove
peer 123456..

209.202.254.14:8172

allowed-ips 192.168.88.4/32

endpoint
» wg setconf < config.file
= wg getconf > config.file
= wg show

= wg genkey > private.key

212.121.200.100:2456

= wg pubkey < private.key > public.key

interface:
public key: =
private key:

listening port: 518

peer:

bandwidth: 4.50
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§23z i : Diffie-Hellman?)EE

private A = random()
public A = derive_public(private A)

private B = random()
public B = derive_public(private B)

DH(private A, public B) == DH(private B, public A)
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= Session keys=No1ise(
DH(ephemeral, static),
DH(static, ephemeral),
DH(ephemeral, ephemeral),
DH(static, static)
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DH(responder’s ephemeral private, initiator’s ephemeral public) ==
DH(initiator’s ephemeral private, responder’s ephemeral public)
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DH(responder’s ephemeral private, initiator’s static public) ==
DH(initiator’s static private, responder’s ephemeral public)
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. DHE1n1t1ator s ephemeral pr1vate,_responder s static pub11cg ==
DH(responder’s static private, initiator’s ephemeral public

. DH initiator’s static private, responder’s static pub11c§

H(responder’s static pr1vate, initiator’s static public
. D

E1nitiator’s ephemeral private, responder’s ephemeral public g =
responder’s ephemeral private, initiator’s ephemeral public

II II

initiator’s static private, responder’s ephemeral pub11cg ==
responder’s ephemeral private, initiator’s static public
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Cookies: TCP-like
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Cookies: HIPv2-like & Bitcoin-like
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INTDAF—I R :

OpenVPN (AES)

IPSec (ChaPoly)

IPSec (AES)

WireGuard

Bandwidth

l 257

0 128 256 384 512 640 768 896 1024
Megabits per Second

A7

Ping Time

OpenVPN (AES) l 1.541

IPSec (ChaPoly) ’ 0.508

IPSec (AES) ' 0.501

WireGuard - 0.403

0 0.25 0.5 0.75 1 1.25 15
Milliseconds
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More Information

WireGuard

= Main website:
www.wireguard.io

= Source code:

Jason Donenfeld

= Personal website:
WWW.ZX2C4.com

= Company website:

S git clone https://git.zx2c4.com/WireGuard www.edgesecurity.com
= Mailing list: = Email:
lists.zx2c4.com/mailman/listinfo/wireguard Jason@zx2c4.com

wireguard@lists.zx2c4.com
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